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Introduction

The Georgia Department of Banking and Finance has a secure electronic mail system to protect the
integrity and confidentiality of information being transmitted through the Internet. The privacy of
business communication is important to us and we want to ensure that your information stays
private.

To meet industry best-practice standards, all confidential e-mail communication you receive from
us will take advantage of Ironport/Cisco’s encryption services. Ironport/Cisco’s easy-to-use e-
messaging protection makes it easy for you to both receive and read all of our encrypted
communications - whether you are a Ironport/Cisco customer or not.

This solution secures and encrypts all email communications when designated by the DBF email
user. Any DBF employee can initiate secure e-mail to anyone else with an Internet e-mail address.
Recipients of these e-mails can retrieve and reply securely to the messages by doing the following:

1. You will receive an email notification that a secure message is waiting for you at the DBF
Secure Message Center web site.

2. This notification will instruct you to go to the message center where you will:

e Register an account
e Read the secure email
e Respond to the email

Account registration is a one-time process. The details of this process are described in the
following pages.
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Receiving DBF Secure Messages

Your secure message will look like the message below.
Notification Email Message with Encrypted Message File Attachment

To recipient@example.org

Message 2 |securedoc_20140210T013002.html (117 KB)

=)

You have received a secure message

Read your secure message by opening the attachment,
securedoc_20140210T013002.html. You will be prompted to open (view) the
file or save (download) it to your computer. For best results, save the file first, then
open it in a Web browser. For access from a mobile device, forward this message

to mobile@res.cisco.com to receive a mobile login URL.

If you have concerns about the validity of this message, contact the sender
directly.

First time users - need to register after opening the attachment. For more
information, click the following Help link.

Help - https://res.cisco.com/websafe/help?topic=RegEnvelope

About Cisco Registered Envelope Service -
https://res.cisco.com/websafe/about

The notification email message includes the file attachment, which contains both the Registered
Envelope and the encrypted content.

Step One: Opening a secure message for the first time

When you receive a Registered Envelope notification message, you need to open the file attachment
to view the Registered Envelope.  For best results, double-click the file attachment
(securedoc_dateTtime.html where date and time represent the time stamp appended at the time the
mail is sent), and save it to your hard drive before opening it, as shown here.

Opening Mail Attachment

0 You should only open attachments from a trustworthy source,
Attachment: securedoc_20140531T114609.html from Inbox -

recipient@example.org - Outlook

Would you like to open the file or save it to your computer?
Open Save Cancel

| Always ask before opening this type of file

NOTE: The dialog box for saving an attachment may look different, depending on your email
program, and whether you use a web mail site, such as Yahoo! Mail, Gmail, or Hotmail.
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Step Two: Open the Attached File in a Web Browser

Open the attached file (securedoc_dateTtime.html where date and time represent the time stamp
appended at the time the mail is sent) file in a web browser, such as Microsoft Internet Explorer

or Mozilla Firefox.

The Registered Envelope is displayed.

alialn
CIsCO

S Jume 29, 2011

h FEZ0T BM GMT
Mezzage Security: High
@Help
Frarm: sender@example.org
To: recipient@example.org
Subject: FWD: Confidential - Earnings Report

To open this message, first click the buttan | REGISTER

to register. After registering, come back to
continue opening the message.

Select a different address

il
cisco

Copyright @ 2000-2010 Cisco Systerns, Inc., All rights reserved.

Step Three: Click the Register Button to Enroll with the Service

Click the Register button on the Registered Envelope to enroll with Cisco Registered Envelope
Service.

I NEW USER REGISTRATION

add

To assure future messages from this service are not accidentally filtered out of your email, please
“DoNotReply @res.cisco.com” to your Address Book or Safe Sender List

required field
Enter Personal Information

Email Address bob@example.com
The language setting will be stored for future fogin and

Language Englieh (US) ~ email notifications.
First Name= [] ]

Last Name™

Create a Password
Enter a minimum of 6 characters or numbers.
re Your pa: must

Password™ a
contain both letters and numbers.
Confirm Password™

Enter a short phrase that only you will know. This
phrase will appea message envelopes when you iog
¥ o

Personal Security Phrase= rase, you know you are

Time
Time Format | 12Hour 2 Select to view time in 12- or 24-hour format.
Time Zone | -Select One - B
Select time zone to view and enter date and time in your preferred time zone.
Select 3 Security Questions
You will be asked these questions in the future if you forget your password.

Show

Select a question or enter your own question...
Question 1=

Answer 1=

Confirm Answer 1=

Select a question or enter your own question...
Question 2=

Select a question or enter your own question...
Question 3=

Register
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Complete the online registration form and click the Register button at the bottom of the page to
create a user account. There is no charge to enroll with and use the service.

After you complete the form and click Register, the following confirmation page is displayed.

wfun
CISCO

l FINAL STEP; ACCOUNT ACTIVATION

Your Cista Ragisterad Envelopa Sarvice accourt was
successfully craated,

Instructions to activate your account have
been emailed to

reciplent@example.org

Please check vour inbgx. If you do not see an

accaunt activation email, check your junk email
folder,

|English v

Cisco Registered Envelope Service

Step Four: Activate Your CRES Account

About Terms of Service Prvacy Policy Copyright © 2001-2010 Cisco Systems, Inc, All nghts reserved,

Check your email inbox for an activation message from the service. If the email is not in your
inbox, check the spam or junk email folder in case the activation message was filtered. The

following example shows a typical activation message.

Mon 1/13/2014 3:29 PM
CRES Do Not Reply <DoNotReply@res.cisco.com>
Please activate with CRES

To Recipient

Activation

Dear Recipient,

Thank you for registering with Cisco Registered Envelope Service. To complete your
registration, you must confirm your intent to register and your acceptance of the Terms of
Service by activating your account.

Click here to activate this account.

You can also activate this account by going to <https://res.cisco.com/websafe/activate= and
entering this confirmation number: 569d832e000001438bca2b28c0a86e8c5e3fd23c

To stop the registration process you can cancel this account.

Click here to cancel this account.

You can also cancel this account by going to

<https://res.cisco.com/websafe/cancelActivation> and entering this cancellation number:
569d832e000001438bca2b28c0a86e8c5e3fd23c

IMPORTANT
To help keep your personal information safe, Cisco recommends that you never give your
CRES password to anyone, including Cisco employees.

Welcome to CRES!

To know more about Cisco Registered Envelope Service, see
https://res.cisco.com/websafe/about
Terms of Service: https://res.cisco.com/websafe/termsOfService

Privacy Policy: http://www.ironport.com/privacy/
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In the activation email message,
click the link to activate your user
account.

The following confirmation page is
displayed.



l'l‘c'lll IEnglnsh 'I
Cisco

| EMAIL ADDRESS CONFIRMED

You have activated the account for
recipient@example.org. Registration for this

email address is now complete. To exit this page,
close your browser window. After exiting this page,
return to your Registered Envelope and enter your
password to open it.

Cisco Registered Envelope Service

About Terms of Service Privacy Policy Copyright @ 2001-2008 Cisco Systems Inc. All rights reserved.

Step Five: View the Registered Envelope Again and Enter Your Password

Return to the Registered Envelope. The Register button is no longer displayed on the envelope. An
Open button appears in its place, as shown here.

-lll-llh ///?::::_:’
cisco HO) ==

N~

@elo
:rorn: se",d?r@::mple:g Enter the password for
o L Personal Security Phrase H i
Subject: FWD: Important message Your personal phrase is yOUr CISCO Reg_IStered
U not enabled on this Envelope Service user
Foraot password? More info account, and click
[CJremember me on this computer. OPEN .

[JEnable my Personal Security Phrase.

Select a different address
If you experience problems opening this message, try to Open Online

Cisco Registered Envelope Service cisco
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