DEMAND DRAFT FRAUD

(Updated as of December 5, 2005)

What is a Demand Draft? Also referred to as a remotely created check, it is a check that doesn’t have the account holder’s signature on it and is issued by a third party under the purported authority of the customer for the purpose of charging to the customer’s account with a bank. A demand draft may contain the customer’s printed or typewritten name or account number; a notation that the customer authorized the draft; and the statement “No signature required,” “Authorization on file,” “Signature on file,” etc.

What is Required to Create a Demand Draft? The account number and bank routing number.

What Third Parties Frequently Issue Demand Drafts? Telemarketers, insurance and mortgage, and other credible companies collect ongoing payments from customers directly through their checking accounts.

What is an Unauthorized Demand Draft? One that the account holder didn’t approve to be initiated.

What’s the Problem? This type of instrument lends itself to fraud and unauthorized transactions, due to the lack of signature on the instrument. Unauthorized bank drafts are difficult to detect and fight. Because check-processing operations are highly automated, it’s nearly impossible for a bank to catch a questionable demand draft. It may take consumers several weeks or months to discover and resolve unauthorized items.
What is a Bank-Draft Scam? A con artist often representing themselves as a telemarketer offers a victim anything (merchandise or services) to get his/her checking account and bank routing number. The con artist prints an unauthorized demand draft with the victim’s account number. The demand draft allows the con artist to withdraw money from the victim’s account. By the time the victim reviews their checking account statement the transaction has been run through the account. The con artist that claimed to be a telemarketer  may defend the error as unintentional keypunch errors. In other cases, the persons may close their accounts before the unauthorized transactions are discovered.

Is there a Federal Law that Limits Consumer’s Liability for Unauthorized Demand Drafts? Effective July 1, 2006, the definition of “remotely created checks” under Regulation CC will be to create transfer and presentment warranties for the checks. Liability for unauthorized remotely created checks will shift to the institution where the items are first deposited. Please go to http://www.federalreserve.gov/boarddocs/press/bcreg/2005/20051121/attachment.pdf for more information. The National Association of Attorneys General (NAAG) stated that complaints about unauthorized bank debits are believed to be significantly underreported. The reason for this is probably because of the lack of public awareness and education about this type of bank account vulnerability as well as there’s no single place to report it. Additionally, small amounts may be overlooked by some consumers and businesses and not discovered. 
What Can I Do to Protect Myself as a consumer? 

· Don’t give your checking account number or other financial account information over the phone.
· Frequently review your checking account statements online and reconcile your bank statements on a monthly basis.
· Check bank complaints at www.ripoffreport.com.
· Register with the Federal Registry Do Not Call List at www.donotcall.gov, or by calling toll-free, 1-888-382-1222 or TTY 1-866-290-4236, to reach the Federal Registry. You must call from the telephone number you wish to register.

· If someone says they’re taping your call, ask why. (Since December 31, 1995, a seller or telemarketer must obtain verifiable authorization to debit your account. They must get your written authorization, tape record your authorization, or send a written confirmation before debiting your account. If the authorization is tape recorded, they must disclose, and you must receive the following:

· Date of the demand draft;

· Amount of the draft;

· Payors’ name (who will receive your money);

· Number of draft payments if more than one;

· Telephone number that you can call during normal business hours; and

· Date that you are giving your oral authorization.

· If the seller/telemarketer uses written confirmation to verify your authorization, they must give all the information required for a tape recorded authorization and state in the confirmation notice the refund procedure to dispute the accuracy of the confirmation and receive a refund.

What Can I do If I’m a Victim?

· If you receive written confirmation that doesn’t accurately represent your understanding of the sale, follow the refund procedures that should have been provided. 
· If you don’t receive a refund, contact your bank immediately. Tell the bank that you didn’t authorize the debit and that you want to prevent further debiting.  
· Contact the Office of the Attorney General of Georgia, 40 Capitol Square, SW, Atlanta, Georgia 30334; Phone: (404) 656-3300.
· Report any type of telemarketing complain, including those involving demand drafts, to the telemarketing fraud hotline operated by the National Fraud Information Center (NFIC) at 1 (800) 876-7060 (9am to 5pm, Monday – Friday, Eastern Time).
What Can Banks do to reduce Demand Draft Fraud and Loss Exposure?

· A bank has the option of not accepting Demand Drafts although this may represent an unacceptable inconvenience for bank customers.
· It is likely that when the federal law changes regarding liability for Demand Drafts, as discussed above, then products and services will be developed to assist banks in mitigating or controlling such losses. You may wish to contact your banker’s association to see if they are aware of any vendors or products that are available to limit exposure in this area.  
· A bank making warranties under the final regulation can defend itself against claims in certain circumstances, such as when a customer of the paying bank failed to discover the unauthorized remotely created check in a “timely manner.” Go to http://www.federalreserve.gov/boarddocs/press/bcreg/2005/20051121/attachment.pdf for more information.
